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W H O  I S  T H I S  G U I D E  F O R ?

For those looking for a deeper dive into the service, this guide expands on the information found on 

our product pages. It includes feature details and some performance stats in what we believe is the 

proper context for Canadian users.

 

I N T R O D U C T I O N

Canadian households are under attack by malware and phishing, and individuals aren’t always 

equipped with the knowledge they need to avoid clicking on malicious content. Even the most 

cybersecurity-aware of us still make mistakes. In addition, even before the COVID-19 crisis, there was 

a trend to have more and more Canadians working from home at least some of the time. Combined, 

these factors put the importance of securing the home network even higher.

With CIRA Canadian Shield, Canadians get the same level of protection that large corporations have 

enjoyed for years without having to worry about their data being sold to advertisers or used in a way 

they don’t want. 

The service is commonly referred to by IT professionals as a “DNS Firewall”. If you are a true DNS 

aficionado, then you might call it a “policy-enabled recursive resolver”. It adds an effective layer of 

cybersecurity that complements other technologies like antivirus software and traditional network 

firewalls that many homeowners already use. What makes CIRA Canadian Shield particularly effective 

is that it operates in the cloud using uniquely powerful threat detection to block malicious links that 

other layers of security may not see. 

At the time of publishing this guide, CIRA Canadian Shield is the only national-focused DNS service 

intended to provide security and privacy and the only national-focused provider of the latest DNS 

encryption standards.
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P R O B L E M S O L U T I O N F E AT U R E S

Malware like viruses, 

key-loggers, botnets 

and similar.

CIRA Canadian 

Shield – Protected 

and Family

• Blocks queries to domains that are 

known to be malicious.

• Blocks botnets that use the DNS to 

communicate with their command-

and-control. 

• Leverages powerful threat 

intelligence to add over 100,000 

new threats per day to the block 

list.

Phishing scams try 

to steal personal or 

financial information.

P R O B L E M S  A N D  S O L U T I O N S
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People are worried 

about misuse  

or theft of  

personal data.

CIRA Canadian 

Shield – Private, 

Protected,  

and Family

• Data is stored only in Canada.

• No registration of any type is 

required to use the service.

• Personally identifiable information 

(in the form of an IP address) is only 

stored for a maximum of 24 hours 

for the purpose of blocking DDoS 

attacks on the service. 

• CIRA is a non-profit with no 

interest in the personal data of 

Canadians and no interest in 

selling information to third party 

marketers. This is protected by the 

terms and conditions of the service.

• Supports the latest DNS encryption 

standards: DNS over HTTPs (DoH) 

and DNS over TLS (DoT).

Existing DNS service 

that drops queries, 

is slow or not local.

Operated by  

CIRA in Canadian  

data centers

• Four service nodes across three 

large Canadian cities.

• Node redundancy at every location.

• Operated by CIRA, an organization 

with a 20-year history of running 

DNS infrastructure in Canada.

• Two IP addresses to provide failover 

redundancy for users.
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C I R A  H I S T O R Y  W I T H  D N S  S E C U R I T Y 

 

CIRA has been providing authoritative DNS security services and the CIRA DNS Firewall commercially 

to organizations across the country for over 5 years.  At the time of publication, we have over 1.7 

million users protected by the CIRA DNS Firewall in organizations across Canada. CIRA Canadian 

Shield leverages the same technical footprint and threat feeds as the commercial service but 

excludes the reporting, SLA, API and customization of the commercial service. 

 

S E R V E R  L O C A T I O N S 

 

As a Canadian non-profit corporation, we have located the entire service infrastructure within 

Canada. This means that DNS queries have faster response times and helps to ensure that any 

personal data stays inside Canada rather than get stored on foreign servers. 

Data centers are located in Vancouver, Toronto and Montreal, and routing uses a technology called 

“Anycast” to ensure that queries are answered by the closest available server. Anycast technology 

improves response time but also, in the event of an attack or other outage, ensures queries are 

automatically redirected to the next closest node. Over the coming year CIRA plans to deploy more 

nodes in key internet exchange points and network locations in Canada.

 

W H A T  A B O U T  U S E R S  I N  O T H E R  C O U N T R I E S ? 

 

For Canadians travelling abroad the service will still function and should continue to deliver good 

DNS performance. For non-Canadians there are other options that might serve them better. 

CIRA DNS Firewall is an open recursive service and so there is nothing specific to stop users 

from other countries accessing the service. However, the nodes are only in Canada and the DNS 

performance might be better served by other solutions that are present in other countries. Moreover, 

since the DNS (among other things) is used by content delivery networks to deliver all traffic, there 



5

is potentially some performance disadvantages to choosing a service that is not close to the non-

Canadian user. And finally, CIRA does basic geolocation tracking and if we find that non-Canadian 

traffic is impacting Canadian users then we may take steps to add capacity or to mitigate it with 

some form of modest rate limiting. 

 

H O W  T O  A C C E S S 

 

The service is accessed by changing the DNS settings on the home router/gateway or within 

individual device operating systems. Detailed configuration guides are available on our website at 

www.cira.ca/cybersecurity-services/canadian-shield/configure. 

 

 

 

 

 

 

 

 

 

 

 

For mobile devices there are applications in both the Apple App store and the Google Play store. 

When setting up the service, CIRA recommends using both IP addresses to ensure redundancy. We 

also do not typically recommend adding a 3rd service that does not provide malware protection; in 

the event there is a problem with CIRA Canadian Shield, users would be relying on this third service 

and surfing unprotected (perhaps without their knowledge). 
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H O W  D O E S  C I R A  C A N A D I A N  S H I E L D  

G E T  I T S  T H R E A T  F E E D ?

CIRA operates the infrastructure, integrates the necessary software, hardware and data and builds 

features into the application layer (in the case of the mobile application). It is what CIRA has done for 

over 20 years at the authoritative DNS layer for running the .CA domain name. We do not operate our 

own threat intelligence feeds. The following provide details about these threat feeds:

1. Akamai provides the core threat feed to the service. It does this by operating DNS servers in 

ISPs around the world. Their visibility into 3% of global DNS traffic and over 30% of all web traffic 

provides them with the data they need to identify new threats. In short, the primary analysis 

works by segregating and quarantining all new DNS queries. “New” means that they have never 

before been seen anywhere in the world. These queries are then analyzed, and those that are 

deemed a threat are added to the threat list. The time from first query block-list addition is less 

than 14 minutes on average. Because this service operates at the ISP level, the incidence of false 

positive is very low because false positives result is poor user experiences. 

a. The threat intelligence is further improved with external threat feeds from both commercial 

and open source communities.

2. The Canadian Centre for Cyber Security (CCCS) provides an additional threat feed to CIRA 

Canadian Shield. The CCCS leads the Canadian government’s response to cyber security events. 

They work to protect and defend the country’s valuable cyber assets. The CCCS shares enhanced 

cyber threat information that includes Indicators of Compromise (IoCs) derived from many 

sources such as Canadian cyber incidents, malware analysis and strategic partnerships. 
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S E R V I C E  Q U A L I T Y

When individuals use cybersecurity products, it is difficult to determine which product was 

responsible for which threat protection because it happens invisibly for most households who 

aren’t doing active monitoring. It is also a reality that some threats are blocked by all layers of the 

cybersecurity perimeter while others are only detected and blocked by some, one, or none. 

We talked about it in the introduction, but putting in place a defensive perimeter that uses several 

solutions with different threat intelligence is the recommended way to make the home as cyber-

secure as possible. It is kind of like having a deadbolt, an alarm system, and taekwondo training. 

There are a small handful of public resources that can be used to test services and they each come 

with a lot of caveats—specifically on how relevant they are on that specific day in a constantly 

changing threat landscape. For example, in the first month of releasing the service, CIRA added 3.2 

million malicious domains to the service and removed 3.3 million that no longer were threats. Some 

lists online contain domains that are no longer in existence and no longer relevant for measuring the 

quality of a threat feed.   

A  N O T E  O N  Z E R O - D A Y 

Zero-day means it is the first time a new vulnerability or threat is seen 

by the world. In a zero-day situation there is frequently a global “fog 

of war” as the cybersecurity industry tries to understand and mitigate 

the problem and this can lead to some organizations following false 

paths. With CIRA Canadian Shield, zero-day threats involving the DNS 

can be responded to almost instantly in the cloud and with no software 

patches to install – it is this velocity that also allows continual updating 

as the situation evolves. 
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Part of delivering critical infrastructure is defending it. In reference to the dashboard of traffic shown 

below, the service saw almost 12X more malicious traffic than legitimate traffic – running an open 

service in the wild of the internet is not for the faint of heart!

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In the past we have analyzed the efficacy of various layers based on specific lists and they all present 

differently. For example, the percentage of antivirus solutions that blocked the top malware strains 

was found to be about 20% on average in a report published by Nominum (now part of Akamai). But 

again, that was this data for this time period and this list of threats.  
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That said, we know that people will (and have) tested out CIRA Canadian Shield. In order to provide 

transparency, we took a look at our own data with an open threat list. This data is only relevant on 

the day it was run, and on the list it was run, and so must be considered carefully when reporting. It is 

also provided in comparative terms with other solutions. And finally, on any given day, anyone could 

accidentally game a system by using a list they have incorporated into their blocking that others 

may not have. There are no standards to work from because the cyber thieves aren’t publishing their 

playbooks.

If you want to run a similar test of your own, we have set-up a script in GitHub.

SUPPOBOX

XCODEGHOST

SALITY

NECURS

SPAMBOT

CONFICKER B

VIRUT

RAMNIT

BOTCNC/A

SPYBOT

CONFICKER A

BEDEP

FAKEAV

BOTCNC/B

TORPIG

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

P E R C E N T A G E  O F  A N T I V I R U S  S O L U T I O N S  T H A T 

B L O C K E D  T O P  M A L W A R E  S T R A I N S
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The list/tool we are showing here is DiNgoeS, provided by CryptoAUSTRALIA. It was run against the 

threat feed for CIRA Canadian Shield. At the time of testing, CIRA fared quite well, but once again, our 

threat feed may have been using this feed data indirectly giving us an “unfair” advantage. How? Well, 

in addition to proprietary threat intelligence there are dozens of other feeds we incorporate that 

share information in one way or another as part of the broader cybersecurity community. One of the 

core values of CIRA Canadian Shield is our unique threat intelliegence, but there are also 3rd parties 

providing added capability. 

 

* Run using CIRA’s commercial service D-Zone DNS Firewall. It uses the same feed as CIRA Canadian Shield.

To conclude this section, what we are trying to say is that analyzing threat blocking efficacy is 

a challenging task. The bottom line is that CIRA adds, on average, over 100,000 new malicious 

domains to the block list every day and this is effective in providing security to Canadians. We 

assume that other layers of security that people are choosing are also updating regularly to provide 

protection in their part in the cybersecurity stack.  
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S O M E  N O T E S  A B O U T  P R I V A C Y

The core function of the CIRA Canadian Shield service is to provide cybersecurity. However, privacy 

is also an issue that many Canadians consider important when looking at the DNS. It is important to 

understand the role of the CIRA Canadian Shield service in delivering privacy. 

1. CIRA keeps its data centers in Canada. In addition to the data not being subject to foreign laws 

while at rest (i.e. on the server) this optimizes the likelihood that the traffic in transit from the 

household to the DNS resolver will stay on Canadian networks. 

2. CIRA doesn’t use or resell personally identifiable information (PII).  There is no registration 

required to use the service on the router or operating system. If users download applications 

from the Apple or Google mobile stores then we do get the same access to PII in those stores as 

other applications. However, we do not (and cannot) correlate it with any DNS information. 

3. CIRA is a non-profit Canadian organization with a mandate to help build a more trusted internet in 

Canada, so we believe that we are a good choice to trust with your data. We have enshrined user 

privacy in the terms and conditions of the service and we are mandated by a member-elected 

board to keep those terms. 

4. We do store PII in the form of an IP address on our servers for up to 24 hours in order to mitigate 

attacks on the network. For example, if an IP address is launching a DDoS attack on the service 

then we can block access to it. The other reason is that this service is designed for households 

and individuals in Canada; if we detect abuse of the system by corporations or foreign companies 

then we reserve the right to cut those IP addresses off and reserve the bandwidth for Canadians.

5. Within these bounds, CIRA is legally required to follow all Canadian laws.

The other privacy-related feature of the service is that CIRA Canadian Shield supports the latest 

encryption standards, DNS over HTTPs (DoH) and DNS over TLS (DoT). These IETF standards are quite 

new and are in the process of being adopted throughout the world. While DoH and DoT have small 
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differences, they are very similar approaches to the same problem. Traditionally, DNS traffic travels in 

clear text over the internet and can be intercepted and used by those with the means to do so. By 

supporting DNS encryption we give users the option to encrypt those queries and share them only 

with a trusted provider (in this case CIRA). 

And finally, CIRA DNS Shield is not a substitute for a VPN because it is only encrypting the DNS traffic 

when used on a router or DNS settings. For the CIRA Canadian Shield mobile application there is 

an optional paid version that allows users to also encrypt non-encrypted (i.e. HTTP) traffic while 

on public Wi-Fi networks. However, while on the cellular network the traffic is not encrypted. This 

approach balances performance, battery life and security. 
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For those interested in learning more about DNS Encryption, we have a 3-part series:

PA R T 1 :  DNS Encryption - Evolution or revolution

PA R T 2 :  DNS over HTTPs (DoH) - Who do you love?

PA R T 3 :  DNS over HTTPS: What about the application layer? 

K E Y  P E R F O R M A N C E  S T A T S

DNS lookups happen very fast, but they do contribute to overall latency and for many, the 

performance is an indicator of capability. When reviewing DNS resolution speed it is very difficult to 

provide reliable information from a single ping because how closely connected your network is from 

the service nodes will define the end-result. Meaning a reviewer may get a much better result than 

someone somewhere else in Canada. Additionally, most online comparisons don’t focus on specific 

in-country metrics since they are typically addressing a global audience. 

In order to provide Canadian results, CIRA used RIPE Atlas  to compare the response time of CIRA 

Canadian Shield with other well-known providers. RIPE Atlas is a neutral testing platform with a goal 

to build the largest internet measurement platform ever made. We are comparing services that offer 

secutiry with those that don’t in the chart below. We ran these tests from every probe in Canada and 

got the following response times:

 

G O O G L E 8.8.8.8 19.435ms

C L O U D F L A R E 1.1.1.1 21.098ms

Q U A D 9 9.9.9.9 26.421ms

C I R A 3 IP addresses 27.301ms
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The first three vendors are three of the largest, most well-known providers in the world with (at 

the time) only Quad9 also offering malware filtering. CIRA Canadian Shield delivers comparable 

performance and came within 8ms of the market leader for recursive DNS resolving, Google.  Eight 

milliseconds is 1/125 of a second or approximately a camera shutter speed.

Moreover, the site dnsperf.com provides a comparative analysis of DNS resolver performance globally 

and a time of 27.3ms puts CIRA Canadian shield in the top 5 (of 11). This means that Canadians get 

great performance when compared to people in other countries on whatever resolver they might be 

using. We do not have the global footprint of some of the others, nor do we want to. The intention is 

to serve Canadians from within Canada and to help keep their data private and sovereign.

In conclusion, by choosing CIRA Canadian Shield, Canadians get a world-class DNS resolver. 
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R E S U L T S

Since launching CIRA Canadian Shield in an early adopter program in mid-March 2020 and to the 

public in mid April 2020 we have been able to collect some stats on the impact of the service. 

Of the first 30,000 unique IP addresses on the service, as expected, the majority of Canadians are 

choosing the malware protection benefits of the Protected service. Notably, since we don’t require 

any form of registration we do not know how many users an IP address represents. Based on average 

house hold sizes in Canada we think this represents between 50,000 – 75,000 Canadians adopting 

the service in the two months since inception.

• 15% are using the Private service

• 66% are using the Protected service

• 19% are using the Family service

Looking at aggregated data isn’t useful since both the number of users and the time period is 

constantly changing. However, with 30,000 IP addresses accessing the service the following was 

recorded in a single 24 hour snap shot:

• 140 million DNS queries answered or 1,600 queries per second. This compares to our commercial 

service, CIRA DNS Firewall, that is answering 2,200 queries per second on a typical day.

• 44,299 malware blocks registered.

• 2,245 phishing blocks registered.

• This works out to 332 blocks per million queries, 1.6 blocks per IP address/household
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These numbers are similar to what we see with our CIRA DNS Firewall service. CIRA DNS Firewall is a 

commercial version used by organizations in Canada.  With the commercial service we include a lot 

in the educational sector where the risk profile is quite high suggesting that they typical household is 

on the higher-end of the risk spectrum.  

Of note is that one DNS query is not a single website visit. Many web pages require the resolution of 

several DNS lookups while smart devices in the home are doing lookups in the background. By way of 

illustration, we set an employee up with CIRA DNS Firewall and counted 4,000 DNS lookups per day 

for their family of 5 humans and over 20 connected devices ranging from smartphones to Roombas. 

We cannot provide similar analysis in the CIRA Canadian Shield service but because we don’t store 

PII data there.  PII is stored in CIRA DNS Firewall because it is used by organizations who use the 

dashboard data for managing Cybersecurity.

A snapshot of activity in a typical home
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S U M M A R Y

To provide a human context, you wouldn’t want your family to drink untreated water so why would 

you let then family surf untreated internet? 

CIRA Canadian Shield is a DNS firewall for home users that blocks malicious domains before you can 

get to them. 

CIRA Canadian Shield offers DNS privacy to Canadians. 

CIRA Canadian Shield compares favorably to other global solutions for DNS resolution. 

CIRA Canadian Shield compares favorably to other global solutions for cybersecurity at the DNS layer. 


